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Importancia de la gestion y la
monitorizacion

Analizadores de trafico
Gestores SNMP
Gestores QoS

Otras herramientas




Analizadores de trafico

Analizadores de trafico

IPTraf
NTOP
tcpdump [




Analizadores. IPTraf |

Iptraf. Estadisticas real-time

IFTraf
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Analizadores. IPTraf Il

Iptraf. Sesiones TCP/UDP
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Analizadores. NTOP

Importancia del analisis de red
Errores
Malos usos

Control de la red
Hosts desconocidos
Trafico
Control de Carga




Implementando-NTOP

About | Data Reovd | Data Sent | Stats | IPTrafﬁc | P Protos | Admin

Global Traffic Statistics

Informacion global

INw Interface Type | eth1 (Ethernst) [0.0.0.0/255 255 255 255]
b Stats | Sampling Since | Man Mar 11 13:29:03 2002 [1 day(s) 5:49:56]
Multicast “Tﬂﬁl - ' 2_3'{54@5
| Dmpped by the kernel | 0
Traffic - I|Dmppe¢| by ntop 0
Wi .|I.|n|-:ﬂst .99 1% | IEE_EE_EDE_
;Bmadc.ast | 0. EI% /03
Network Load Multicast [0.9%[ 210280

Domain

Plugins
Ui cast
i§hortest EEI hj,ftes
IAverﬂge Size 50R h'_-,-'tES
-Longem i 1 514 hj,rtes
Packets

[ «i 64 hytes 44.5% |1EI 429 081
I < 128 hy‘tes '15 2% | ! 3,804 516
1 -: 256 hwes 9 4% | | 2,207 358
B 2001 I.: 512 bytes | [ 57% 1,325 668
by Luca Deri [———— — T




Implementando NTOP I

Informacion de trafico TCP/UDP

" About '[ Data Revd f. Data Sent [ Stats | IP Traffic I IP Protos '|' Admin

[Servicio_CnsRadius | ®TKB|

Servicio_Ora1748 | 9725KB|

ESewicio_DEscono-:':-i.zll;i:i-ﬁ i 3.5 MB |
' Stats 'Servicie_Desconocide_19 345 KB |
iSewicio_Desconocido_ZZ IFAKE|
Multicast 'Servicio_Desconocido_13 414 KB |
[raffic i-l-l-é-tal.{ﬁnme , E3KE|
lunknown 34.4 KB |
e lockd i 10.4 KB |
Hetwork Load EEE_[:UECiO_DESCOI]OCi[lO_E‘J 18.5 KB '
el X | 2BOMER
!genesys_pmxy_ﬁl]ﬁﬂ , 200 ME |
Jlugins lire i 0.6 KB |
!;J;nesys_pmxyjﬁh 1.1 MB |
Servicio_Ouickencta | 3EemER
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Implementando NTORP Il

Informacion de cada host

_' About | Data Rovd f Data Sent | Stats ] IP Traffic '|r IP Protos f Admin|

[IP Address

216.52.146.227 [unicast

E_ﬁlst-"Last Seen

03/12/02 19:04:40 - 03A12/02 19:04:40 [0 sec

[Last MAC Address/Router B?

00:00:5E:00:01:04

E-Hos‘t Location

Remote (outside specified/local subnet

IP TTL (Time to Live)

125:234 hop

|Total Data Sent

§Broadcas‘l Pkts Sent

0 Pkt

|Data Sent Stats

Remote (100 %)

[Total Data Rewd

7741 Pkts/0 Retran. Pkts [0%

il_J_ata Received Stats

Remote (100 %)

T
iProvi(IetI Services

Host Physical Location

.%i(l(lim}ﬁié%/

-~ Elirg
5 i L

& Global Insight.




Implementando NTOP IV

Informacion detallada de sesiones

' About [ Data Rovd T Data Sent [ Stafs T IP Traffic [ IP-Protos T Admin

Last Contacted Peers

— i - | S =
Receiver Address | Sender Name | Sender Address

o B e L wey

_r | e

Receiver Name

[=broadcast=

IP Service Stats: Client Role

i '# Loc. Req. Sent |# Rem. Req. Sent |# Pos. Reply Revd |# Neg. Reply Revd | Local RndTrip | Remote RndTrip.
e o | oo%  [153 | 1ooo% (o | oo% [0 | 00%  [00Oms-00ms| 00ms-00ms

TCP/UDP Service/Port Usage

| IPService | Port | # Client Sess. | Last Client Peer | #Server Sess. | Last Server Peer
ftp [ 21 | 4eem133ke | YR = 1
smp | % | |
|domain 53 | ' 220/37 0 KB
344855 MB

I

|
Iwww | 80

|

[pop3




Implementando NTOP V

Informacion general de hosts

' About ! Data Rovd |I Data Sent [ Stars ! IP Traffic

T IP Protos |I Admin \

Data
rceived

Il Protocols

cCP/unp

hroughput

ost Activity

etFlows

Network Traffic: Data Received

Lost IIZIu:rnmln |,\'.‘kctual Thpt .Z| ,ﬂwg Thpt |F‘eak Thpt |.ﬂ.c’tual Pkt Thpt -Avg Pkt
s gy D% m | ' 191.9 Kbps '54 2 ths| G Mhp5| 146 6 Pkts/sec |4? 3 Pt
- clud i i 151.5 ths' 2.0 Kbps [389.6 Kbps | 30.3 Pkts;sec! 0.7 Pkt
R E [ [ 136.5 Kbps | 8.5 Kbps [217.4 Kbps | 11.7 Pkisisec | 0.6 Pkt
“a12 B | 1253 kbps| 48 Kbps| 1.1 Mbps| 17.0 Pktsisec | 1.9 Pkt
248 ! E 122.2 Kbps [156.7 Kbps | 1.4 Mbps | 20.8 Pkisisec| 2.7 Pkt
T i 5 831 Kbps | B.1 Kbps [B57.0 Kbps | 5.3 Pkisisec | 1.5 Pkt
A [ 58.1 Kbps | 1.6 Kbps [498.2 Kbps | 438 Pkisfsec | 0.7 Pkt
R Tr B 846 Kbps | 4.1 Kbps [448.0 Kbps | 7.8 Pktsfsec| 1.0 Pkt
tid ! E B2.7 Khps | 4.4 thsi 1.3 Mbps | 11.0 Pktsfsec| 0.7 Pkt
121 i i BO0.7 Kbps | 9.6 Kbps [192.4 Kbps | 17.4 Pktsisec | 4.2 Pkt
131 [ [ 46.1 Kbps | 2.3 Kbps [333.3 Kbps | 4.8 Pkis/sec | 0.3 Pkt
42 I[B i 418 Kbps | 7.5 Kbps [978.8 Kbps | 11.1 Pktsfsec | 2.0 Pkt
142 ! E 37.9 KKbps | 1.3 Kbps [173.4 Kbps | 4.8 Pkts/sec| 0.2 Pkt
o i i 36.5 Wbps |[369.9 bps | 63.2 Kbps | 5.0 Pktsfsec | 0.1 Pkt
HU12 [ [ 36,1 ths! 1.0 Kbps | 43.3 Kbps |  12.4 Pkisssec | 0.3 Pkt
R B ; 30.1 Khps [455 2 bps | 55.8 Kbps | 11.1 Pktsfsec | 0.1 Pkt
66 ! i 228 Kbps | 5.2 Kbps [139.4 Kbps | 3.0 Pktsf/sec| 0.8 Pkt
231 i i 2% Kbps | (3349 bps | 745 Kbps | 2.2 Pkisfsec| 0.1 Pkt
L2 [ [ 20.1 Kbps [768.2 bps [100.5 Kbps | 3.2 Pkisisec [ 0.3 Pkt
N2 B i 13.3 Khps |862.7 bps [183.5 Kbps | 2.0 Pkts/sec | 0.2 Pkt
116289 ! E 19.7 Kbps |539.4 bps | 19.7 Kbps | 15.1 Pkisésec | 0.4 Pkt
IR | [ 150 hme 1890 2 bhos | 82 0 Whnes | 1 7 Pliefeec | 012 Pkt

.




Implementando NTOP VI

Monitorizacion continua de red, con
historicos y logs.

_' About f Data Revd I Data Sent T Stats |I IP Traffic | IP Protos T Admin

Network Traffic: Data Received

B ' |1|2 3r4|5|ﬁ ?ra|9|1u 1121 [2[3[4]5[6
Host L= [I'omaln |
T | /AN /AM AN /AM AN /AM /AR /AM AN AM AR AM AM | PH ﬂ PH PM PH PM
Received 0.2 [ r|_‘_E |_|_|_E ,_|_|_E |_|_ _|_ !_|_ —
" 280.10 e
All Protocols | | | e | s o s | e | | et Ry | i | et —— 1
28.1.10 | ] =
TCPUDP 28.1.102 | [ ||
281110 | N e
Throughput Ll e
@ | = |
Host Activity 28.1.115 | [ |
NetFlows 28.1.12 | = | |
281120 | B |
28.1.124 | ] |
28.1.126 | ] ]
o 106600 A8 | E
by LucaDeri  28.1.131 | r|




IVrr|1|pIem entando NTOP

Definicion de flujos de usuario

[

' About I Data Rovd ! Data Sent | Stats f IP Traffic | IP Protos ! Admin i

Network Flows

i Flow Name | Packets : Traffic

b Data [FTP To CPD | 132234| 78MB

teceived \WEB To CPD  |1.350,054 195.4 ME

All Protocols leDonkey2000 | 4466 20MB
[FastTrack | B149] 21mB

BN i.i-clnp'.';';.r'ﬂtcllPlugin i o) a

Throughput

Host Activity Report created on Tue Mar 12 19:2%:23 2002 [1 day(s) 6:00:20]

Generated hi ntfrr v.2.0.0 MT [i686-pc-linux-gnu] (103001 10:10:24 AM build)

NetFlows listening on
© 19982001 by L. Deri

& 1998-2001




Gestion y
monitorizacion

SNMP

Herramientas
Netsaint
MRTG/RRD




Gestion SNMP. MRTG |

Carga de red
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Gestion SNMP. MRTG I

Carga de firewalls

Trafice en FWEst-Geston] (PaalSec) Trafico en FWExt-Gestion? (PagiZec)
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Gestion SNMP. MRTG I

Carga de llamadas en un RAS
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